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Diagnostics

indows Event Viewer
Windows Firewall
Task Manager

Windows CMD / PowerShell command
Others
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Logical deployment architecture

Interactive Client

(Development or Controlling and
Monitoring) End-user desktop build
(physical or virtual) that facilitates the
setup, development, configuration and
monitoring of Blue Prism processes
across the environment.

Typically virtualized in the data-center
alongside other Blue Prism components,
but can be deployed directly onto end
user’s desktops.

Runtime Resource

Persistent, typically virtualised,
instances of a standard end-user
desktop responsible for running the
automated processes — commonly
referred to as software robots. These
components also typically require
enhanced physical and remote access
security

Consideration

Commercial in Confidence

Operating Communications
Configurable: Server Connection

Configure &
Control robots

4-------

fport: 8181

Operating Communications.
Configurable: Server Connection

RR, AS, DB= & 2ot W E=0f| /%] (5 hops O|S}) #.

RR 7H==0f (2 As Sl pB A& AHR 112

‘5 EE 2 2I%l Blue Prism H|O| E{H|O| A M & StEQ| 0] #11,

Blue Prism H|O|EfH{|O| A BH Q! ERO|E #H11,

RR, IC <-> BP Server 2.2t 12 H 7 (Optional) : =227, QIS A

BP ServerO{| Al ASCR 278 (v7.0.0 O| &) : Callback Channel, Binding & &£

SQL Server

A Microsoft SQL Server database is
used as centralized repository that
holds process definitions, logs, audit
and user information.

Connections from the Blue Prism
components will be via the Blue Prism
Application Server.

Application Server
The Blue Prism Sgrver service |
marshals all conr}ectivity :
between the Blue Prism ‘
components and:the database. |
The key features:enabled by this :
component, whiclth is typically i
provisioned as a physical or |
virtual Windows Server, include: !
secure credentia! management; :
database connection marshalling; 1
data encryption;:and scheduled !
process executiob. :
0

SQL Server

AS

]
]
]
:
4 oort: 100001
]
]
!

RR Runtime Resource
IC Interactive Client
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Server-Client Communication
(1/2)

Ci| O] EF | O] A= Application ServerE S5
b5 i §
H -

Application Server £ callback channel=

0] 25l A#|E &2 Runtime Resource M| 0.

Application Server®} Runtime ResourceZ}
F 4= payloa= TCP A E 2 w2t

Runtime Resource = F7| X O 2 X} 9
AEHE Application ServerS S
Cjjo| Eftf| O] A 0| 2| O] E.

Interactive Client = 7| o =2
G| O] Ett| O] A 0| M| Runtime Resource
AE £ 2101511 SHHO| T A

WCF(Windows Communication Foundation)=
MH| A2 2 210|TE ALO[Of| M TA|X|E E=
AAES DtE= HEIJD AP HER R, 22 HFYH
A" A= M2 CHE O Z2|#H[ 0] M 2te| S4I0[Lt
IEUE SOl WM ASH= CHE 2[AH0| U= AlAH
7ol S41E X[ 5t= O E2(A 0|82 THE I S Yot
el atet APIZF AFE L. (HTTP1.1, TCP)

gRPC(GoogIe Remote Procedure Calls)
T2O0AM BHE QEAA RPC =YY
HESAZ HZE A|AHEO| 7HE 1} grPC
SEI0|UER} MH O Z2[# 0] Zto| 7 d S4S

= - —

X| €. (HTTP/2)

Client Uls

Application Server

Database Server

TCP/IP On Demand Instrucional
Connection

SQL Connection

WCF Data Connection

gRpc/WCF Callback Events

Runtime Resource

Runtime Resource

Runtime Resource

Runtime Resource




Server-Client Communication (2/2)

WCF: SOAP with Message Authentication Default connection mode that requires minimal configuration and supports both Blue Prism Native
authentication and Single Sign-on for Blue Prism.

WCF: SOAP with Transport Encryption and Requires a manually deployed server-side certificate, and supports both Blue Prism Native authentication
Windows Authentication and Single Sign-on for Blue Prism. The use of a manually deployed certificate provides control over the
encryption that will be applied to the connections.

WCF: SOAP with Transport Encryption Requires a manually deployed server-side certificate, and only supports Blue Prism Native authentication.
This mode provides support for encrypting the connections between devices across distributed environments
and the use of a manually deployed certificate provides control over the encryption that will be applied to the
connections.

.NET Remoting Secure Provided only for backwards compatibility. Uses a negotiated encryption mechanism based on the
operating system and patching level of the client and server. Supports both Blue Prism Native
authentication and Single Sign-on for Blue Prism.

WCF: Insecure / .NET Remoting Insecure Not recommended. Provided only for troubleshooting purposes or scenarios where appropriate external
controls are provided. These modes do not natively provide any communication security or encryption; and they
only support Blue Prism Native authentication.

Commercial in Confidence b|uepI’ISI’ﬁ



Overall Procedures for
Server-Client deployment

Ic £ 0| 235}0{ pBOj| 2™ HZASI=
HZE H Md(Default Connection)dt 1,
239 = pp HHM HZE & =ol

BP Server - DB Sever 2/ 1A M

BP Server 8 % 7| &

ICE 0|23} BP Sever0| HZ 5}

MM (0ll: «BP server?) 8t1, 21
17 0] £ 2ol

HMHEZRR7|Sol= B2, HEEEE
x50 BpServer2E €. >
“C:\Users\beeno\AppData\Roaming\Blue
Prism Limited\Automate V3\user.config”

Firewall Setting
S20|HUEL} M7 MZ CHE A 2RO M
7|8t A F AIAH ALo]of] £ HES
HISHHO| A Yuisko 2 T E 2 H0{F0{of &
1) 20| E 5 (8199,10000) > A{H
2) MH{>(8181)>2ZI0|AE

NOTE
ZEZI21C2BPServer A7HO0|A{ HA

s

Interactive Client (IC)= M| =12
SC0|HE HAAMLHE PHE 9|

X%,

n BP Server

P
<

Connection

C:\ProgramData\Blue Prism
Limited\Automate V3\|Automate.config

Default Connection

BP

Default connection

4

Application
Server

ICE 0| &3df ‘4
Automate.config
Resource TH5 7|

»

Default Connectio
FIstHAA™HER |

0| %4 E = BP Server->DE

SQL
Database




Exercise #1. (1/3)
BP Server settings

<Details>

BP A{HQ} 20| E HEY A

A%

1) DB Connection : ICE /4 Sl pefault
Connection = 0| &35} As->pB ¥ &

2) Connection Mode: Client > As &1 &
B E0|H, clientt| M = S Y 5HA H7.

3) Host Name or IP Address : default = «”

4) Port:default=8199. H7Z 7}535lH
S20|AUEME SLSHAH HH.

<Key Store>

5) AS2} Client Zt &118H= Credential data
AUl HHA O 2 Encryption E = “Default
Encryption Scheme” O|H, M H{ 2}
=o0|UETI S LA H7E.

E» Server Configuration Details

Mame:

Database Connection:

Connection Mode:

Binding:
Host Mame or IP Address:
Part:

*

|_Details IKeg| Store  Server Services  Logging  Data Gateways Settings  ASCR Settings Authentication Serverlrm

Default

Default Connection

WCF: Insecure

Requires trust relationship between devices: Mo
Supponts Active Directory: Mo

Requires server-side cerificate: No

Transport: SOAP over HTTP

Mot recommended, i . i i
Connection security will need to be provided entirely by third-party saolutions,

6193 EH

& Server Configuration Details

Details § Key Store Berver Services Loaging Data Gateways Settings  ASCR Settings  Authentication Serverlrm

X

| B Mew

| Focryption Scheme Mdethnd
a Default Encryption Scheme AES-266 sesCryptoService (266 bit)

[E2 Edit

E1 Delete

Save Cancel

() Store keys separately in individual files
Faolder

Browse

Save Cancel




Exercise #1. (2/3)
BP Server settings

NOTE

A%d517| 0 Blue Prism A{H| A7} L 247}
A=K =l

<Server Services>

BPServer & 2l =2 A2t MH|AQ| S5

1) <SE2 7|51} e BP ServerZ}

[ =]
ANELRI|SE AR Auto 2
SEE|0] ojof &,

fIELANHZZOM 7SS fI8H 7|2
A H 2 Local account2 £|0f Y 2L},
ER ANEXTE2OME 7|5517| Bt
T oo SESIX| A2 Fd2, 202
HHEQER 22 |Hoz dHE.

B Server Configuration Details

Server Services) Logging [ata Gateways Settings  ASCR Setfings  Authentication Server Integration [I+]

Windows Services associated with ‘Default” server configuration

X

EJd Manage Permissions

Marne Service Path Log On As %aprteup Status Hgl_missinns
"M Program FilesWE lue Prism
Blue Prism Server Limited®E ue Frism MtHanglaa Chei r Ao I Fiunning ' |Blue Prism Server H(2F HFE) X
Automate™BPS erverService, exe’'
g E12 =3 Zay
Os AE2E 212
OEZ A= AZWDL
MH| 28 Q23 E d= AE B EMW)
O A% XEM: A#Hongloo Choi ZHOHE | (B)...
AS(P): LIl d Ll Ll Ll L]l
ohs E ey LIl d Ll Ll Ll L]l
G AfH|I2
TEE S 270 ESTH)
e |FEc= HE > e nwn
ERLECUNISIET -
Blue Prism Server o =22
- £ Apsinshonitorsud APS Installer Monitor Service
ﬂH:I E_LEI* aE ). ApsinsSuc APS Install Service
£} ASP NET State Serflice Provides support for out-of-pr
&) AssignedAccessMihager . AssignedAccessManager A H| <]
=22 . . L AVCTP M H|A QL2 HO|Q RO He EEE
The Blue Prism Server Service ChBackground Intellifent Tra.. £F YEIY HEYI (4=
G Background Tasks|nfrastru.. A=~ QUO|A ASE 5= 0l =0l = HE
i€} Base Filtering Engilje BFEZI2 EHE 9T ¥y —rmoar—r=— == = o
. BitLocker Drive Enfryption.. BDESVCE BitLocker E2H0|E ZS5k MH|A2 SAEBLCH, Y4B E SE(EZH AR LG4l Systern
G Block Level Backuf| Engine.. WEEMGINE Al windows 2 A0 29 & S22 ZAs *= ysterm
EhBlue Prisrm - Audif{Service.. Blue Prism - Audit Service Listener YA F RERIEE AR ystern
£} Blue Prisrn - Log Service Blue Prism - Log Service HYME MEFHE AT ysterm
@},Blue Prisrn Login %gent Agent software providing secure automatic login and screen . 23 E = Mlongloo Choi
Bl PrisrSaE-Serrice AErtsoftware oty treatity-fortogimtent-to-serm =i = tolEtEyster
&8 Blue Prism Server The Blue Prism Server Service H4HE  ME MHongloo Choi
T == wHongloo chor
£} Blue Prisrn Server: NET Re.. *= Local Systern
0. Blue Prism ServerBPSenver.. =& Local Systern
4 Rlue Prism SenerBRSener A2 O T | ocal Swstern

Exy i wm §




Exercise #1. (3/3)
BP Server settings

<ASCR Settings>

S2t0| U EQF M ZH S| A2 M7t
ic7t RR ZEH E YH|0| E 5}7] oI 3
HojA S E mEste= O AL,

1) Callback protocol - X|0{ Ci|O|E{ H
2lst T2 EE 2 default = gRPC.
Binding Settings
= ZS20|UE HS st =2AEHL

— = [
TE 7FS MX

NOTE

1) BP Server2} Client= hostname2 £
SA5t8 2 Bp server0| A client
hostname= 214/ = Q10{O} &,

i) Nslookup [hostname]

i) NslookupO| & I{ 5} hosts Lt A 0f
client hostname= T2 2 E0{&F. >
A HHo| B2 X2 0j| DNSO| Client
hostnameO| =78 = AL F =K
2

AL

B Server Configuration Details

Details  Key Store  Server Services Logaing Data Gateways Settings

Protocol Settings
Callback Protocol | @ gRPC

a Binding Settings

Host Mame:

>

ASCR Settings | authentication Server Ir + | » |

1. gHFC iz only compRIDIe wi s 10, or Windows Server 2U15 ar later,

Port:

Security Settings

Flsh AHE.

security Mode: ® Insecure O Cerificate
Cerificate Name: Store name:  TrustedPublisher
Client Certificate Name: Store name:  TrustedPeople

v
GoogleOf| A 7H& Tt Remote MSOI[A] i St 7| =2 .NET
Procedure Call (RPC) Z2EZEZ2 FrameworkO]| 7|25},
HTTP/2E A3t oF Al AR A Z 2 M AZt H[F7|(asynchronous)
CI2 A|AEIOZ MHAES QX7 HAIX|E HE5E7| 2lsh AR




Exercise #2. BP Client settings

1) Configuration connection
Connection Name : BP Server
HAYEE XEe0|E.

Connection Type = “Blue Prism Server”
Blue Prism Server= 2 2 EH
Connection Mode = A|H 2} S 5}A|
a4

Server Port = A @} S LUSHA| A

2) Test Connection
» MH™LAF Z Test Connection2 2 J 4t
HZ oFE 02| =l

NOTE

BP Server®} Client 87 2t& £, BP ServerE
TS L2 2 7| F5}1 Interactive Client &
239 o & =l

NOTE

BP Server2} Client= hosthame2. 2
S MBIB 2 clientd| M BP Server hostname=
ol At = Qlofof &t
i) Nslookup [hostname]
i) NslookupO| A Il 5}H hosts It 0ff
client hostname= S22 E0{&F. >
YA BHHo| 2 2 XIZ0f DNSO| Client
hostnameO| F7IE = AL F =X A.

B Connection Configuration

Saved Connections

a Current Connection

Default Connection
BPServer

EHP_BPServer

BPServer wio AuthServer
SOLServer [WInauth)
EPServer [SCAP with Transport Encr
BPServer [SOAP with Transport Encr
EPServer [[MET Remoting Secure]
BEPServer [.MET Remoting Insecure)
EPServer [SCAP with Message Encry
BPServer_2

Default Cannection2

EPServer PYCF Insecure]
EPServer_Rultiple_1

PSTESTEED

Connection Mame

Connection Type

Blue Prism Server

Connection Made

Server Port

Ordered Sessions:

BPServer

Tha name by which thiz connection will be remenm beed

Elue Prism Server

The type of connection to uss

HI-BLLIEPRISM

The hostname of the Elue Prism Seroer

WICF! Insecure

This must match the mode configured on the Blue Prism Server(s)

Thiz must match the listening port configured on the Blue Prism Sereer(s)

Test Connedction

Mews Connection Delete Cannection

Create Database

Upgrade Database

Cancel




G M|~ - O X
TYF SEHE 270 EETH)
e |@BE &= HE >80

| MH =B
P . = = ~ -
7| 5%9Ql BP Server XU Client & 25 Blue Prism Server B 2 ey AR
LH EI inl E o _JI&_"'OII HHA 5] €k Blue Prism - Audit Service Listener Blue Prism - Audit Service Listener HHE ARSI EE A2 |
. - Blue Prism - Log Service Blue Prism - Log Service e ASIPE A
M| TRA] AR S =
= E AMX Q| Q,Blue Pristn Login ,t\gent Agent software providing secure autornatic login and screen .. 2@ = AE
13 44is 3ol01s a0l Baso == EE R L
fo R~ —|2E o OI‘: xI %.I' |_| 22 ) ) % Blue Prism Server The Blue Prisrn Server Service T E S
The Blue Prism Server Service
Tire =
Elue Prism Server. MET Rernoting Secure ==
ol C XA T E @
BP Server x Client E'I' (X<} 7| =) €k Blue Prism ServerBPSenver 2 =5
C g _Jlk_°|-| {G1Blue Prisrn ServerBPServer 2 AE R
; ) : ] ==
€. Blue Prism ServerBPSenver_Multiple =
4) |:.| |:|| EEA'" G Blue Prism ServerBPSenver_TE_gRPC R

drag-n-drop=
s P= a Interactive Client (IC) Ol M A{HHE 29I

5) O] ZZ M|

| a HEZ20| M RR ALE| 2Ol

Change language

. . = |&» Blue Prism - Robotic Process Automation Software - v7.1.2 ? - [m] X
Sign into Blue Pris
) Haorne Studio Contral Analytics Releases Digital Exchange Systern My Profile
Connection
Runtime Resource status (ref.
. : . : BFSenver ﬁ P el Available D dd t. R Connected vi licati : H-BluePri
w°rklng - RR Is busy Wlth sesslons * :1010|E} EEH'A Processes -LU'rag an rop processes on L., esources - Lonnectedyia application sernver) -Bluerrsm,
Idle - RR has no current work to process e . . e B Mame pescriptio | ¥ X
Sign in with Blue Prism an M - ¥ BPK-WebAuto & Bootstrap
Offline - RR is offline User name == - ## Dispatched Processes & BPK Name State Session Info
. . . . — -~ 4F DRM-Configuration & BPK Training = y
MISSIng . R.R has IOSt communlcatlon, notsent acmin D g EEE_?DCESS Eontrsller - @ Dynamic Resource Manager IE||HJ-BLUEPRISI\--1 Idle Mo sessions !
an update in last 60s. Password - 'ﬁ DRM_Rreoscoe::ceTiif tons +- & Login Agent e - T TTTITE
Logged Out -RR is Iogged out | ﬁ MyTest_Queus @ MyTest . "%{H{-BLUEPRISM:8183 Offline
(TTTITYITTIT] I I ,n, Naver Shopping Item - Desker @ Practice + o DispatchedProcessPool Offline
Pool - RR is a member of a Resource Pool -4 opinet “@i Process Dispatch Framen.,
.ﬁ Queue 1 @ Dispatched Process Ma.., This prac.,
Private - RR is only to be used by a specific | - &F Queus 2
ser =
u
NOTE
Sign in using Blue Prism credentials
System - System - Settings 4% B EEE N SN EI T 0T
Resource on this machine 0| &2 %=1 LN [ol=tm Rl in| =10 W11

AESoR 7|58,



https://portal.blueprism.com/customer-support/support-center#/path/Installation-Platform/Configuration/Runtime-Resources-Configuration/1219244222/What-are-the-different-Runtime-Resource-database-states-in-Control-Room.htm

Exercise #4
Runtime Resource Auto-run

untime Resource”}

UES M,

o Command Line Interface (CLI)E 0| &

-l-

SRR 7|5

=0
x

ZEMA T

= Automate /resourcepc /public

=  Automate /resourcepc /public /invisible

=  Automate /alerts /user admin admin12345

= Automate [resourcepc [user [username] [password]

= Automate /resourcepc /public /port [port number]

=  AutomateC [run [process name] /user [username] [password] [/RR=

AL AIELR 7|15

| B EX 2.

EEHS X| % (default = 8181)
/[Process Alert Z2 1% 7| &
E™HAEXAHEoR 7| 5510 £

l’wn#mwn

*RR.bat - 0| 2%
me  #HE =27
@ECHO OFF

start " "C:#Program FilesWBlue Prism Limited#Blue Prism AutomateWaAutomate.exe” fresourcepc fuser admin admin12345 /port 8181 finvisible

e AR ® RRAH(EZ HEE) |

TUF B =N EEYH)

e 2o | gt EEA g3 =H  H2F JISME R

O =Y =5y (23 o= el co Aoz Ots O TYs ERAT ZAS NEY = Y&l

» [ MY AHSH 20|uFE = -

& (B Dlack = H|

@ FR ZH| sagrprteiesn | EgA A4 2] AEf
(O RtkAuduser.. =3 ASAMTELZ2 0 EJ=2E oy AMRAZF EO2E O AE




B Object Studic - Edit - Login Agent — O X
File Edit View Toocls Debug Help

E.a,_}sf_,EFE‘] (')v(')v[?_-;ZoommO%vQQI - - B I U -
GE[E 6z = (0) Errors |5 Launch < Application Modeller | [ ea §q [@&E LE

Exercise #5. Verification test

+ Find Text -

| | Stare |n: |0

alisel o Clean Upl o GetCredentiaINameI AuthenticateToWindowsl o Logged In Users

Debug Speed

Marmal TR 52
signal to
Slowr -
(/_ Start \I
[ write \_ /
XHo1= H o] i T
=~ OI‘: xl 01 - ] Mavigate +
S AL = D Code | by fw. ? [m| X
Blue Prism - Robotic Process Automation Software - v7.1.0 —
5tE| ClH1 52 e .
= D = () Wait : . . :
Horne Studio Contral Ainalytics Releases Digital Exchange Systern Iy Profile
N —J P
o3 | |:| rocess
chU27| = A™.
[IPage : Available o
ﬁ- MyTest_Queue - Pracesses - Dragand drop processes anto reso...  Resources - Connectedwiaapplication server: E|ZF.123,
I:l Action - ¥ Maver Shopping ltem - D
" Q- opinet Name Description & |Y x|
<> Decisien h( £ Queue1 Bootstrap
= 'ﬁ‘ Queue 2 =& Login Agent Mame State Session Info
Q Choice ﬁ Queue 3 @ Change Password Changes the pas =@ Default
() Calculation ] g Queue 4 Checkloggedln Checks if the givi E=J DESKTOP-OMJFIZR Missing Connection Last
- .-ﬁ- ?QJU’E?JE Login Lods igto the tar = | APTOP-6CKQDJED Missing Connection Lost
E2= olsl= () Multi Cale T L smueue Ggou Tas off thesaffe Lok LAPTOP-6CKQDJEE:3184 Offline
~
—r— ) 0." A-I PI’OCGSS = OI': RROI" Data It ] I [ Active Queues &) startup . N Offline .
L] Data tem = scneauer &l oK drag-n-drop e 1 pending
. =) inil =E5-1238182 Online [Private) Owned By - hongjoo
A — =[] Reports &l BPK Training = T
drag & rop OI'O:I *I OI [[I'I -'- E — @ Collection L] Recent Activity & MyTest E‘ﬂ%%ma;}naa Idle Mo sessions
[ Loop ﬂa 7] Timetables & Pending Starter g.;RRPUD\.ﬂ X Cffline
POC-Sendbird RRPool#2 Offline
= (@) *I H I A x.l EI Today & Tomorrow & o1 |
II‘ [=] —E =L E x E =2o0onn. D Mote & Process Dependency Tracker v |
\* Schdule-Infinate_loog L = o et |
@ Anchor ) . ® 001-Infinate_loop s L4 a3 - z
=) Q Schdule-LoginAgent Filter using selected . .
) = Filt: lected R
g End EHES Schedule - BPTravel o Pracess L Fitker using seie el esauree
I:HEX T ® EPTravel - Load da I
CEpLION
F Q). BFTravel - Process ¢ Environment atart Selected Sessions Stop Selected Sessions | showe Session Watiables show
= H Schedule-Excel-Autom
Recover 9 L
(- B0 Schecutennate oo (%] [an i i 1 an | Today ~[an
Resume < ﬁ% :c:egu:e-in:ina:e,:on ID Process Resource User Status Start Time End Time
1B Schedule-infinate_loo . .
]-% Schedule_infinate_loc = admin Pending
HES Schedule_infinate_loc
S5 Retired Schedules Immediate Stop
:||'_§> New Schedule Request Stop
J% SChedule_infinate_lo
J-% Schedle_infinate_loog Delete
J-% Schedule-TEST e Ces
J% Schedule_Queue_Rep
J% Schedule_infinate_loc Startup Parameters
£ Schedule_infinate_loc X
w1 Schedule infinate loc ¥ View Log
L4 >
Apply Changes




Exe rCise #6. Test on SChed u ll ng @ Blue Prism - Robotic Process Automation S

- 0 ?
Home Studio Control Analytics Releases Digital Exchange System My Profile
Schedules - Configure schedules and assc
ﬁ Name [oo1-infinate_loap
o~ Description |
Im=¢ On Complete |Stup v| On Exception |Abort bl
M X Ol
1- TASK / *‘" Ij O — Post Completion Delay [sm)|12*] E| [ Fail fast an any errars
i Ek"ﬁ% RRO‘" -?;":OI' (I:I rél) IZIJ_ Available Processes Available Resources
|| name State Session Info Members Connectiol
ey .Q.E E I |A1 a1 | H |*=| Eootstrap =& Default
010 I—I O* kl = T |—|-|=| N/ kl — 1 I BPK = | APTOP-6CKQDIER idle Mo sessions via Applic.,
%0"6".0:' '6'|.|_I-O| TASK=E %% BPK Training Lok LAPTOP-6CKQDJEE:S182 Off... via Applic.,
y ﬁ |— Active Queues Miscellaneous ';T;'(LAPTOP-ECKQDJEB:MS—'l Off... via Applic. |
faren = Scheduler MyTest h 5‘( LAPTOP-6CKQDUER: 8185 Off... via Applic. |
2. TASK %ﬂ =3 %I_Il' Jg9-| . StOp vs Other TASK =L Reports POC-Sendbird Lol RRPoOI#1 Off... 3 via Applic.,
Q Recent Activity Process Dependency Tracker he
A I > q) ol \ Timetables > < >
3' _;.I E xo— \ Today & Tomorrow

=HES Schedules Scheduled Sessions

BE%) schdule-Infinate_loop2
- @ 001 Inf\nate IDDD

ZEHA 2 57| 4

Process Name Resource Name

session

& Blue Prism - Robotic Process Automation S
Home Studio Control Analytics Releases Digital Exchange System My Profile

Schedule-i \nfmate _loopd
EE-_?) Schedule_infinate_loopS
B Schedule_infinate_loop6
L,@ Retired Schedules

-I [y Data Gateways

g Session Management Name Schedule-Infinate_loop1
Y Today
DE Queue Management Description [

.
h....;{w, R Initial Task
]

|001nfinate_loop

£# OPINET Exercise
¥ BPK-WebAuto
b MyTest Queue Schedule

4# Naver Shopping Iltem - Desker Runs (® Once QO Hourly / Minutely Q Daily

Schedule

¥ Queue 1 Q Weekly Q Monthly Q vearly

» Once/Hou [ | g?;z':EiE Starts On Run At
IrI¥IDMIInUte ]_?ct?\,i-%tiiz Time zone ‘(UTC+CBUU] ME V‘ [ use time zone [] Adjust for daylight savings
SO | Tosk © Gam
Starts on

Recent Activi +
Q ecent Activity Expires 2022-08-08 w| looomoo 3
metables

oday & Tomarrow
9 Schedules ’

1 Schdule-Infinate_loop2 ’
B% .:Mue nfina eip 4

schedule

Session 1) : RR#1 ---- Process A \‘;\
Session 2) : RR#2 ---- Process B
Session 3) : RR#3 ---- Process C

Run At

Schedule_infinate_loop
Schedule_infinate_looph
r_,@ Retired Schedules

- Data Gateways

[ire et




Login Agent (1/2)

= Login Agent= Server-Client7}
HESHA K| flsi M=

FollAM Xt RPA

= WS7| 93 RR
FIHoR IR
EE A-II-I |.7|E '6;!-.

A, A28 TS Al
|E—?— Z1¢0lo] °'|9-°| &l x|
Login Agent £ 0| &3l

Ofn o riok riok
OF © oM oN

T
28
=Xk
[= N |
A A
7|
otk
E

0"2
LS == O_l_l

Blue Prism
Control Room / Scheduler

Login Agent Runtime
Resource isinstructed to
run a Login Procass

Login Failure Reason is
reportad

Blue Prism Runtime
Resource is instructed to
start processing

Windows bootstrap Login Agent Service Login Agent RR Blue Prism RR
Device is powered Device is
£ on / resst = Login Agent ServiceZ} logged in
g e AEl| “Logged ¥
8 Out”E #X|5}t1, Login
g Wir;dows LTgon Agent RRE 7|& Configured
rompt Is LOgin Agent RR2 BP . start-up script/tasks run
Presented >4 Login
Serveroﬂ g = Successful ‘
T
Starts Starts
| Login Agent Runtime Resource l
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Login Agent (2/2

254 session Management
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Useful tools for analysis

1. BPDiagnostics
2. Windows Event Viewer
3. Windows firewall

4. Task manager
5

Command Line Interface: Windows CMD /
Powershell

6. Others — Psping, Process explorer




BP Diagnostics

Blue Prism 0| A X|S5= 23 17| X|

* Blue PrismO| S25t= A28 A L E2 2HF
HE M-S

» C:\Program Files\Blue Prism Limited\Blue
Prism Automate\BPDiagnostics.exe £ 22| X}

Asto 2 A - A2HHE
B Generate Support Information - ] hs - L-II E-‘E]I xo-l H
P E X
Blue Prism support information processing started at 2022-01-25 2 10:20:08 = Blue Prism OI H'il_ °E
B Blue Prism Discovery Tool The results will be stored in the following location: "CiWProgramData¥Blue Prism Limited¥WAutomate Y3 SupportBP _L [ AI ﬁEéI EEA‘“& %‘E
Error obtammg MAPIE: version: 228t 22ELICH
i © log fil
_'é‘pp Advanced... Hunnlng spystemglnfo D 1= TES R ™= -
. Running tasklist . .
Tur Font Editor... Running gpresuft’. summary 2022-01-25 2 1020 F2E EA
. ) Running netstat , - ’ -
i SE@QSPFD\‘I'EF-- _ ﬁ#,?,g'g”%33}33,2{&‘;‘%{,3 ; i [ ] Automate.cenfig 2022-01-20 2% 609 CONFIG It
|: Application Manager Config... . g%;g lr%sntﬁmeg p%?ce%cs?s& patches , Bluebrism 2022-01-25 2/ 1020 O[HE 23
Terminal Test... = LXE%’{.”nﬁ’ngfa%rtw”fe”S and s . BPDiagnasticsOutput 2022-01-25 27F 1020 HAZ BA
ogging output ., 3|
Load snapshot... Craating zip file”. GPResult 2022-01-25 27 1020 HAE 2
I Generate Support Information... Completed at 2022-01-25 28 10:20:24 GroupPolicyGPT 2021-11-12 2= 354 T4 HF
Created zip file: "C:#WProgramDatatBlue Prism LimitedW automate Y3WSupportWEP _LAPTOR-60 @ Installed-Praducts 2022-01-25 28 10:20  Micresoft Excel __
£ IPConfig 2022-01-25 211020 H=E =X
[ ] LoginagentService.config 2021-11-02 2% 6:36 CONFIG oHe
MetshFirewall 2022-01-25 27 1020 HAE EM
Metstat 2022-01-25 27 1020 HAE 24
_Status processes 2022-01-25 28 10:20  Microsoft Excel ..
Mat connected to an application, RegKey-BluePrism 2022-01-25 2T 10:20 225 24
Regkey-BluePrismad 2022-01-25 2 1020 HAE EH
[7] Regkey-Uninstall.hiv 2022-01-25 23 10:20 HIV o2
Snapshot Inspect Discover Disconnect Sysinfo 2022-01-25 28 1020 SLE 24
B33 tasklist 2022-01-25 27 10:20  Microsoft Excel ...
Blue Prism Discovery Tool ready £33] tasklist-svc 2022-01-25 28 10:20  Microsoft Excel ...




Windows Event Viewer
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Windows firewall
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Task manager
(Rhd 2| xh

X Z2]HS0
O| XIS BL|E{E
A 24 2l
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I

o TZMAY cpPURtHEE BEE 29l
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O

I Y HER
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20l

ZTZMA

- O
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= A CRU Haz O=32  YE3
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> [ mO AR 26%  783MB OMBY/s OMbps

>k 2EFHHEE) 0%  229MB OMBY/s OMbps

> el Windows EH87| 21% 82.1MB OMB/s OMbps

> el Windows EH87| 0% 18.5MB OMB/s OMbps

> @ Microsoft PowerPoint(3) 0% 1910.2MB OMB/s OMbps

> I35 Microsoft Outlook(24) )] 0%  521.9MB 0.1MB/s OMbps

> [ Automateexe(32H E) 0% 42 0MB OMB/s OMbps
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Command Line Interface (1/2)

n ping [ip-address or hostname]

= MO SAENK|Q| HE S AEf (RTT) &0l
= MO ZAE S| ICMPE ZH S oF g

E¥ wWindows PowerShell bt + -

PS C:\Users\beeno>
PS C:\Users\beeno>
PS C:\Users\beeno> ping www.facebook.com

Ping star-mini.cl@r.facebook.com [31.13.76.35] 32HIO|E O 0| H .
HFO| E=32 A|Zl=16ms TTL=55
HFO| E=32 A|Zl=6ms TTL=55
BtO| E=32 Al ZF=Tms TTL=55
Bt O] E=32 AlZF=5ms TTL=55
HFO| E=32 A|Zl=8ms TTL=55
HFO| E=32 A|Zl=6ms TTL=55
Ht O |E 32

H|"3'|E=32 INEIE

HHO| E=32 A|7t=6ms TTL=55
BtO| E=32 Al ZF=Tms TTL=55

.3
.3
.3
.3
.3
.3
.3
.3
.3
.3
.3

Control-C
PS C:\Users\beeno>

= SciO|UES MH 7 HEH X[HO|LL IHZ 40| 2 82
RPA 41501 2RI7 42 4 g,
= M1 <5ms

ICMP Internet Control Message Protocol
RTT Round Trip Time

Commercial in Confidence

a telnet [ip-address or hostname] [port]

= MO ZAEVMK EF ZER HI0| 7hsHX| =
RN o2 gol)
» K| O{TF > Windows 7|5 7 7|/117| -> Telnet &A1 3} 8} Of &t

ro
o
ot
1%
Hl
|m
)
o
2
i
i

E¥ Windows PowerShell o | =

PS C:\Users\beeno> telnet localhost 8199
Command

E¥ Telnet localhost

E¥ windows PowerShell

HTTP/1.1 U480 Bad Request

Content-Type: text/html; charset=us-ascii
Server: Microsoft-HTTPAPI/2.8

Date: Thu, ©9 Feb 2023 01:12:14 GMT
Connection: close

Content-Length: 326

<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.@1//EN""http://www.w3.org/TR/htmll/strict.dtd">
<HTML><HEAD><TITLE>Bad Request</TITLE=>

<META HTTP-EQUIV="Content-Type" Content="text/html; charset=us-ascii"></HEAD>
<BODY><h2>Bad Request - Invalid Verb</h2>

<hr><p>HTTP Error U488. The request verb is invalid.</p>

</BODY></HTML>

2A&YL.

EAE0 Ofs EE%
PS C:\Users\beeno>

blueprism



Command Line Interface (2/2)

a netstat —ano | findstr “...” n Operator “>>” for standard output

= UEZ HEf 2ol = HME ZAMS FAZIe 2 O o ME
= Hot= ZE2M AT RIStE ZES HESHA E1 Listen SF 11 AALE TCP/UDP = HAZENMZEE D2 OHX|Y 22 5E n 2tels HAZICZ BLHE
AZ0| & £|of AsA| =

E¥ Windows PowerShell
E¥ Windows PowerShell x ar |

PS C:\Users\beeno>
PS C:\Users\beeno>
PS C:\Users\beeno>
PS C:\Users\beeno> ping www.facebook.com >> C:\Users\beeno\Desktop\pingtest.txt

PS C:\Users\beeno>
PS C:\Users\beeno>
PS C:\Users\beeno> netstat | findstr
TCP 9.0.0.0:8199 0.0.8.8:0 LISTENING u
TCP : 3 [::]:0 LISTENING il
TCP e80::8 :9878:17d9:51b2%9] : 8199 e80::82f5:9878:17d9:51b2%9] : 63258 ESTABLISHED

E¥ Windows PowerShell
TCP :9878:17d9:51b2%9]:8199 [fe88::82f5:9878:17d9:51b2%9]:63350 ESTABLISHED

TCP e8¢ :9878:17d9:51b2%9] : 63192 eg 82f5:9878:17d9:51b2%9]:8199 TIME_WAIT
TCP e8o: 19878:17d9:51b2%9] : 63258 ed 82f5:9878:17d9:51b2%9]:8199 ESTABLISHED EEL1:
: 378:17d9:51b2%9] : 63350 e808::82f5:9878:17d9:51b2%9] :8199 ESTABLISHED 33592

=

beenc> Get—Centent

. HOIE
H} O] E=
HO| E
H} O] E=
H} 0] £
Hf 0|
Hf 0|
Hf 0|
Hf 0|
Ht 0|
Ht 0|
0] £
HL O] E=3
0] £

W W
L Ld L La s

[¥5) w
W oww

[¥%) Lad
HF R RERRRRRRRRERE®RRRF@A

]

TZ2EZE BHAFANZE AL =A-ZE 2HEH PID

[¥3)

I I I T Ty 1
w W s

W W
w

A Get-Content -Wait Tail [n] [filename]

Commercial in Confidence b|UepI’I8m



Others

= PsPing

Microsoft | A | &St EJ1 2 SAEZFTcP HZAS| Y EH X|HO|L} C{HH=

AH83HH ping B CFCHYTE FH S HIS.

=]

CCH2l nSWmEU WS 1A 202302 )HDAYS .52 A &2 7 =WPSToo s>
ol - LHEFE] B A4 = . EHQIEEWUJEL?IDLIE 1I{E2023023WDAY5.S2.)\ ﬁ%ﬁ%WPSTOOIS>
. = C CH2| WSHIE L WS 1RH 202302045 . 52 A A2 2 EWPSToo | s>
_";E_'._" 95 of LigE =4 =52 1. el RSN EH IS 1X1(2023020HDAY5 .52, Al A5 2 EWPSTools> . /psping —h 10 1500
Z|CHeH & 8.
EsPing Eilgg)_25?5i5%1é ﬁinﬁ,Rlatgncy1 Eandwidth measurement utility
Oy g - ark Russinovic
- 7=-I|§E| QI AA —bll—k|5?' %_g_ Svsinternals — wew. svsinternals . com
[ [ — e 1
Pinging 127.0.0.1 with 1500 bytes of data
» A|AEI B J8E EHAE DPHO|A oty Fron 157 G0 3 g test
st ol Chokst AtEte ooy Fron 157.0.01: 0/5ms
o2 AA (=] 2y Trom o, Ldams
- o . SE A Rep |y from L0.0.1 0.84ms
REI—-! 22 TroubleShootlng "EF T Fep |y from 00010 0,7 Ams
ol == =0 = ol xHdH& Reply from L0.0.10 0.B1ms
o L};i%l;a §I'}E°_r_|:1 |3'-'—'°| Reply from 127.0.0.1: 0.50ms
ol © i Reply from .0.0.1 0.62ms
A=l B+ A7 sl =2 Ha. Reply from 127.0.0.1: 0.61ms
Rep |y from L0001 0. 78ms
Reply from 127.0.0.1: 0, 46ms
Ping statistics for 127.0.0.1:
Sent = 10, Received = 10, Lost = 0 (0% loss),
Minimom = 0.39ms, Maximum = 0.84ms, Average = 0.61ms
1
1
NOTE }
g
>
» F0 AFE EF F K= 0
o — vl |
HNE8o= ngXt=o0f £g 2
0
EL OfL| O ZHX} ThCHO)| LT 1
. MP_Q_SLUS HI_—|-|I-:|-I ™ FEHERO)| o2t . Hel WEWTE U WS 1R 202302 HDAYS .52 . Al 2 8 P EHWPSToo 5>
E8/d o 5 =t
= XtMSHAIEH2 2= AM 2T,

10 -4 localhost

= Process Explorer

Task manager 2 C} C} st
ZZ2MAHEE NS




- blueprism

A Digital Workforce for Every Enterprise




	슬라이드 1
	슬라이드 2
	슬라이드 3
	슬라이드 4: Logical deployment architecture
	슬라이드 5
	슬라이드 6: Server-Client Communication (2/2)
	슬라이드 7
	슬라이드 8
	슬라이드 9
	슬라이드 10
	슬라이드 11
	슬라이드 12
	슬라이드 13
	슬라이드 14
	슬라이드 15
	슬라이드 16
	슬라이드 17: Login Agent (2/2)
	슬라이드 18
	슬라이드 19
	슬라이드 20
	슬라이드 21
	슬라이드 22
	슬라이드 23: Command Line Interface (1/2)
	슬라이드 24: Command Line Interface (2/2)
	슬라이드 25
	슬라이드 26

